
If you’d like a copy of the presentation, 
please let me know! I’m happy to share it.

But, just note that this material is a living 
body of work that is always in progress.

/// THIS IS A LIVING DOCUMENT ///
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“Design is a problem-solving 
activity.”

— PAUL RAND



All decisions are an 
expression of design.



Design helps us create 
principled solutions.



Design helps us create 
principled solutions.

Good design is considerate of aesthetics, usability, 
discoverability, data scale, performance, consistency...



Design helps us create 
biased solutions.

When we choose to prioritize something in our 
solutions, we encode a bias we have about what 

makes a “good” solution. 



Let’s consider a canonical design primitive:

the chair🪑



You’re tasked to 
design a chair.

CASE STUDY



🪑
What are you going to build? 

Well, that depends.



You’ll probably follow up with questions like…

Who is this for? 

In what context will it be used? 

What materials are available to me?

What’s the timeline like?

🪑



THE BASIC CHAIR



THE OFFICE CHAIR

Ergonomic, universal (customizable), portable



THE CHAISE LOUNGE

Comfortable, made for one



THE POOL CHAIR

Waterproof, slats for drainage



THE CONVERTIBLE CHAIR

Form informed by the ability to expand/collapse



CHAIR NOT MEANT FOR SEATING

A perfectly comfortable ledge, made hostile with an obstruction



PAIMIO CHAIR, ALVARO ALTO

For the Paimio TB Asylum
* He considered the building a “medical instrument” for healing.



NERI OXMAN’S GEMINI CHAIR

3d printed, designed specifically for her



EAMES CHAIR

for a low cost furniture competition



EMECO STACKING CHAIR

Commissioned for tight spaces on Navy ships



GOLD MEDAL CAMP FURNITURE CO.DIRECTORS CHAIR

Portable



The design of each of these chairs is heavily 
coupled with the context they were designed 

to operate within. 



We reach for different chairs at different times.

And the form, fixtures, materials, and aesthetics all work towards 
customizing each chair to respond to its corresponding needs well. 



Design helps us create 
principled solutions.

What if the principle is ensuring that these 
solutions reduce human error?



Poka-Yoke
Mistake-proofing



The Contact Method

Use physical attributes of something 
(like its color, size, weight, shape) to 
prevent its misuse

SHIGEO SHINGO

Industrial Engineer





Let’s pivot ... 

What if we sought to 
reduce harm in our 

design practice?

What if we designed defensively for this purpose?



Human-centered Design

Ethically-aligned Design

Privacy by Design

Inclusive Design + Universal Design

Context-sensitive Design

Value-sensitive Design

There are many related design methodologies…

...



Even similar methodologies in other disciplines…

Journalistic ethics

Medical ethics

Even economics (Consider Donut Economics)

So how should we collectively define design ethics?



What’s the process?



DESIGN JUSTICE, SASHA COSTANZA-CHOCK

PRINCIPLE 1

Design to sustain, heal, and empower our 
communities, as well as to seek liberation from 
exploitative and oppressive systems.

Does your design 
context depend on 
exploitative or 

oppressive systems?



PRINCIPLE 2

Center the voices of those who are directly 
impacted by the outcomes of the design process.

DESIGN JUSTICE, SASHA COSTANZA-CHOCK

This doesn’t just refer to your 
users – who’s downstream of the 
decisions made using your 
designs?



PRINCIPLE 3

Prioritize design’s impact on the community over 
the intentions of the designer.

DESIGN JUSTICE, SASHA COSTANZA-CHOCK

Even if we carry positive 
intent, are the outcomes of our 

design choices as expected?
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BUILD 
EMPATHY

SYNTHESIZE

IDEATE

TEST &
VALIDATE

PROTOTYPE

Privacy and civil 
liberties reviews and 

critiques

Does this solve problems 
we weren’t trying to 

solve (misuse)?

Empathy with people affected by 
the product – not just users

Historical examples 
of unanticipated 
consequences

Guided by technical 
feasibility and 

privacy engineering

Think broadly, but 
consider ideating to 
protect privacy and civil 
liberties intentionally 
when doing it

PALANTIR’S DESIGN PROCESS



Case Studies
on how design can be used to protect against misuse, 

privacy intrusions, and the erosion of agency



PART 1

Surveillance
designing for privacy



Design can profoundly impact 
the way people live and act. 
Consider Jeremy Bentham’s 
Panopticon. 

Image Source:
The Data Panopticon and Surveillance Capitalism, Medium,
https://medium.com/@dylanskrah/the-data-panopticon-and-surveillance-capitalism-dee5cd1789d7

https://medium.com/@dylanskrah/the-data-panopticon-and-surveillance-capitalism-dee5cd1789d7


Bentham's panopticon was created to 
maximize surveillance and minimize 
inmate privacy.

This prison design features a central 
watch tower, and though guards cannot 
watch all inmates at once, the inmates 
cannot identify if they are being watched, 
impacting their behavior.

Image Source:
The Data Panopticon and Surveillance Capitalism, Medium,
https://medium.com/@dylanskrah/the-data-panopticon-and-surveillance-capitalism-dee5cd1789d7

https://medium.com/@dylanskrah/the-data-panopticon-and-surveillance-capitalism-dee5cd1789d7


“new mode of obtaining power 
of mind over mind”

Jeremy Bentham





All decisions are ultimately 
expressions of design.



A CASE STUDY

Let’s dig deeper into a specific 
example of how design transforms a 
system, and its broad impacts.



Before digital imagers, 
exposures could take several 
minutes (even hours). 

The subject of a photograph 
needed to stay still for just as 
long, making the photography 
of passing strangers in public 
virtually impossible. 

Commissioned photographs 
were expensive, elaborate, and 
private events.



With digital cameras, exposure was instantaneous. 
Portable cameras made capturing private persons 
easier, and could lead to the circulation of private 
information without consent.

Samuel Warren and Justice Brandeis speak about 
this in The Right to Privacy





Source:
Warren and Brandeis,

"The Right to 
Privacy", Harvard 

Law Review 193 
(1890)

“Recent inventions and business methods call 
attention to the next step which must be taken 
for the protection of the person, and for 
securing to the individual what Judge Cooley 
calls the right "to be let alone.”

Instantaneous photographs and newspaper 
enterprise have invaded the sacred precincts of 
private and domestic life; and numerous 
mechanical devices threaten to make good the 
prediction that "what is whispered in the closet 
shall be proclaimed from the house-tops."

Samuel D. Warren and Justice Brandeis

http://www.law.louisville.edu/library/collections/brandeis/node/225


Source:
Warren and Brandeis,

"The Right to 
Privacy", Harvard 

Law Review 193 
(1890)

“[B]ut now that modern devices afford abundant 
opportunities for the perpetration of such wrongs 
without any participation by the injured party, the 
protection granted by the law must be placed upon a 
broader foundation. While, for instance, the state of 
the photographic art was such that one's picture 
could seldom be taken without his consciously 
"sitting" for the purpose, the law of contract or of 
trust might afford the prudent man sufficient 
safeguards against the improper circulation of his 
portrait; but since the latest advances in 
photographic art have rendered it possible to take 
pictures surreptitiously, the doctrines of contract 
and of trust are inadequate to support the required 
protection, and the law of tort must be resorted to.”

Samuel D. Warren and Justice Brandeis

http://www.law.louisville.edu/library/collections/brandeis/node/225


The invention of the camera accelerated 
exposure time to less than a second, 
capturing events that were otherwise hard 
to capture (think Muybridge’s stills of the 
horse), and extended the use of the camera 
to the public realm, where instant 
photographs did not need to be staged.



Camcorders made these records richer. 

But with videos capturing audio 
recordings by default, they became tools 
that could potentially capture private 
conversations in the public realm.

They could unwittingly capture others 
passing by, merely because they existed 
in public spaces.



And then we started carrying 
them in our pockets, and 
taking them with us.



What does it mean 
to have “the right to 
be let alone?”

FindFace applies face recognition 
on images of people, which can be 
taken in public spaces without 
the consent of the photograph’s 
subject. 

Source:
Shaun Walker,

Face recognition app 
taking Russia by 

storm may bring end 
to public anonymity,

The Guardian,
May 17, 2016

https://www.theguardi
an.com/technology/201

6/may/17/findface-
face-recognition-app-
end-public-anonymity-

vkontakte

https://www.theguardian.com/technology/2016/may/17/findface-face-recognition-app-end-public-anonymity-vkontakte
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What does it mean to have 
the right to be let alone?

Source:
CNN,  Clearview AI 
interview
https://www.cnn.com/
2020/05/28/tech/clea
rview-ai-aclu-
lawsuit/index.html



Source:
Signal, 
https://signal.org/b
log/blur-tools/



This is not to say that digital cameras are net bad. 

But they do come with a new culture of norms, 
new expectations of privacy, and new risks.



Surveillance and its potential privacy harms are 
often discrete, especially when they lack explicit 
consent mechanisms. 

But even when there is an opt-in process,
is consent meaningful?



Is this meaningful consent? / All or nothing
Google Cookies



Is this meaningful consent? / 
YouTube



Apple ”Nutrition” Privacy Labels

What context does someone 
need to be able to provide 
meaningful consent for 
digital surveillance? 

Is this even sufficient?



Apple ”Nutrition” Privacy Labels



Apple ”Nutrition” Privacy Labels

⚡ Systems like technology often bear 
asymmetric power. It is unreasonable for 
a data subject to be aware of how these 
systems work.



Facebook “View as”

Lunchclub Profile Preview (Redacted)



Image: AncestryDNA Collection Kit

Is your genetic data solely 
your own?  

Can an individual provide 
meaningful consent to share 
this data if it inherently is 
built on their genetic lineage?

Consent / DNA Ancestry



This genetic data is 
revealing in novel ways.

AN EXAMPLE
For law enforcement, the analysis 
DNA swabs is based on the STR 
technique which strips away 
genetic information (e.g. eye 
color, skin color) for privacy. 

But if this data (taken without 
consent or warrants) can be 
matched with Ancestry data, it 
loses this protection. 



1. Proactive not reactive

2. Privacy as the default setting

3. Privacy embedded into design

4. Avoid false dichotomies (not zero-sum with revenue)

5. End-to-end security (full lifecycle protection)

6. Visibility and transparency (keep it open)

7. Respect for user privacy (keep it user-centric)

PRIVACY BY DESIGN

Anne Cavoukian

3rd Information and 
Privacy Commissioner of 
Ontario



PART 2

Misrepresentation
designing for clarity

aka how to avoid designing a digital funhouse...



What if you didn't know that what 
you're seeing was misrepresented?



Snapchat “beauty filters” not 
only promote unrealistic 
beauty ideals, but distort faces 
to specifically promote 
“Western” beauty standards –

• Distort face shapes to be 
slimmer

• Enlarge eyes

• Contour and slim nose 
shapes

• Lighten dark skin tones Snapchat Beauty Filters

Filters as a form of distortion
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GA Department of 
Public Health 
mistakenly implied 
that the number of 
new confirmed 
cases in the 
counties with the 
most infections was 
dropping 
everyday for the 
previous two weeks.



The purpose of analytical 
displays of information is to 
assist thinking... Consequently, 
in constructing displays of 
evidence, the first question is, 
“what are the thinking tasks that 
these displays are supposed to 
serve?” EDWARD TUFTE

The Visual Display 
of Quantitative 
Information
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Bad Defaults / Misrepresented Data
Maxmind

“For its tech to work, MaxMind matched 
each IP address to a set of coordinates. 
This presented a problem when the 
company didn’t have an exact location.

Sometimes, it could only determine that 
an IP address was in the U.S. In those 
cases, the company mapped that 
address to a specific set of 
coordinates: 38°N 97°W or, in the 
parlance of digital maps, 38.0000,-
97.0000.”

SOURCE
https://www.washingtonpost.com/news/morning-
mix/wp/2016/08/10/lawsuit-how-a-quiet-kansas-home-
wound-up-with-600-million-ip-addresses-and-a-
world-of-trouble/



Google AdSense



A BRIEF INTERMISSION

Casino Design
learning from Las Vegas



SOURCE: Stripping Las Vegas: A Contextual 
Review of Casino Resort Architecture

Gaming design

"The only relevant consideration for 
casino design are these: What percentage 
of visitors gamble? What percentage 
return to gamble? Nothing else matters.”

BILL FRIEDMAN



SOURCE: Stripping Las Vegas: A Contextual Review of Casino Resort Architecture

• Gambling equipment immediately inside casino entrances beats 
vacant entrance landings and empty lobbies

• The maze layout beats long, wide, straight passageways and aisles

• Low ceilings beat high ceilings

• Gambling equipment as the décor beats impressive and 
memorable decorations

• Pathways emphasizing the gambling equipment beat the yellow 
brick road

Gaming design principles



THE THEME?

↑ Increase the 
psychological barrier 
required to leave the 
casino.



THE THEME?

↑ Increase the 
psychological barrier 
required to leave the 
casino.

Gambling equipment 
immediately inside lobby

The maze layout

Low ceilings

Gambling equipment as the 
décor

Pathways emphasize the 
gambling equipment



THE THEME?

↑ Increase the 
psychological barrier 
required to leave the 
casino.

This design choice 
intentionally seeks to 
reduce the agency of 
those in this space. 

The design of space, 
whether physical or 
digital, regulates the way 
a person makes 
decisions in that space.



SOURCE: Stripping Las Vegas: A Contextual 
Review of Casino Resort Architecture

Playground Design

What if people were more relaxed? 

Would they place riskier bets? Lowering their 
psychological barrier to gambling could produce 
more efficient gains for a casino. 

Instead of trapping people, their casinos embraced 
“Playground design” and “evo-catuer” — they 
stimulate the senses.

Roger Thomas and Steve Wynn / Belagio



SOURCE: Stripping Las Vegas: A Contextual Review of Casino Resort Architecture

• Provide ample natural light

• Give people excellent wayfinding –
a feeling of agency

• Use high ceilings to create the feeling of 
openness

• Glamorous lobby spaces with sculptures 
excite the senses

• Maximize comfort

• Provide clear sightlines to where gamblers 
want to head next (but make the right choice 
obvious)

Playground design principles

↓
The designs also speak to 

guests who might not 
typically gamble, as their 
luxurious decor acts as a 

"type of anesthesia" to 
numb guests of their 

significant losses.

SOURCE: https://doi.org/10.1177/0013916509341791

https://doi.org/10.1177%2F0013916509341791




Lower Psychological 
Barriers / 

Bill Freidman’s 
“Gaming Design” to 

Wynn and Thomas’
”Playground Design”



THE THEME?

↓ Decrease the 
psychological barrier to 
place bets by increasing a 
person’s sense of agency.



There are levers at play.

Both of these designs 
share an intent to affect 
someone’s psychological 
barriers to influence their 

decisions.



PART 3

Misdirection
designing for orientation



Removing sightlines or making it harder to leave in 
e-commerce checkout workflows



Related Dark Patterns

Make important but non-preferable elements 
harder to see or access

Confirm-shaming

Visual interference

Trick questions

Pressured selling

Guilting users into opting into something

Creating forms that confuse users into 
providing answers they don’t intend to

Using relentless and pressure to induce a 
customer into responding



TurboTax Free File



TurboTax Free File

TurboTax’s free tax services 
which were required as an option 
for low income individuals are 
hard to discover. There were many 
points in the discovery workflow 
that led to the paid version 
instead, and access points to free 
tier were not listed or easily 
discoverable on search engines.

* TurboTax recently left the IRS 
Free File program



Stanford’s Legal Design 
Lab (led by Margaret 
Hagan) is an example of 
an organization working to 
establish sightlines in a 
difficult system – in this 
case, helping people make 
sense of the legal system 
during often their most 
stressful life events.

Orientation and Sightlines / 
Service Design



PART 4

Manipulation + Friction
designing for awareness and control







1. Prime Minister

2. Speaker

3. Leader of the Official 
Opposition

4. Leader of the 2nd 
largest party in 
opposition

5. Government members

6. Opposition members

7. Senate Gallery

8. Speaker’s Gallery

9. Opposition Members 
Gallery1

2

3

4

5 6

7
89



This design reinforces the implicit 
power structure and polarization of 

the people who occupy the room.



“What would you build if 
your goal was to build a 
healthy pluralistic society…”
Eli Parser

How does this compare to 
designing for user 
engagement/attention?

Filter Bubbles and Polarization /
Custom Feeds



Fanduel and DraftKings, sports 
gambling services, make a 
users' first bet free and match 
deposits. 

In doing so, users are more 
likely to start betting, where any 
windfall is a source of 
encouragement and any loss 
feels negligible because it was 
free (making you more likely to 
continue betting).

Lower Psychological Barriers /
Fanduel



The endless scroll 
encourages passive 
consumption.

Lower Psychological Barriers /
The Endless Scroll



Of course, it's worth noting 
that Netflix eventually checks 
in on you, and Instagram now 
let's you know that "You're all 
caught up." 

How might we encourage users 
to decide to continue 
spending time consuming, 
with intention and pause?

Lower Psychological Barriers /
The Endless Scroll



Fanduel and DraftKings, sports 
gambling services, make a 
users' first bet free and match 
deposits. 

In doing so, users are more 
likely to start betting, where any 
windfall is a source of 
encouragement and any loss 
feels negligible because it was 
free (making you more likely to 
continue betting).

Psychological Barriers /
Fanduel



Lower Psychological Barriers /
Nextdoor, Race-based Incident Reporting 



Lower Psychological Barriers /
Nextdoor, Race-based Incident Reporting 



Nextdoor, Race-based Incident Reporting 



SOURCE: Jamie Luguri and Lior Jacob Strahilevitz,Shining a light on dark patterns (doi:10.1093/jla/laaa006) 

Social proof
Activity messages (misleading notice that 
others are purchasing, etc) • Testimonials 
(misleading positive statements)

Nagging 
Repeated requests to do something

Obstruction
Roach motel (asymmetric ease of signup and 
canceling difficulty) • Price comparison 
prevention • Intermediate currency • Immortal 
accounts

Sneaking
Sneak into basket • Hidden costs • Hidden 
subscription / forced continuity • Bait and 
switch

Interface interference
Preselection / aesthetic manipulation • Toying 
with emotion • False hierarhcy / pressured 
selling • Disguised ad • Trick questions • 
Confirmshaming (making a choice seem 
dishonorable) • Cuteness

Forced action
Address book leeching • Privacy Zuckering
(tricking people into sharing personal info) • 
Gamification • Forced Registration

Scarcity
Low stock message • High demand message

Urgency
Countdown timer • Limited time messages

More dark patterns



Primary vs Secondary Buttons /
Twitter Login Screen

The visual weight you choose 
communicates who and what 
you’re privileging – here, for 
example, the Sign Up button is 
the primary button



Primary vs Secondary Buttons /
Twitter Login Screen

The visual weight you choose 
communicates who and what 
you’re privileging – here, for 
example, the Sign Up button is 
the primary button

UI + UX weight can 
also be used in a 
protective capacity.



Fortunately, introducing manual 
and algorithmic "speed bumps"
is a design practice we are already 
very familiar with. 

For heavy and often irreversible 
actions like deletion, many design 
patterns have users confirm these 
actions before they are completed. 



Raising Psychological Barriers /
Github



High-stakes decisions /
COMPAS Sentencing Algorithm





When should there be more friction 
in the path of some action?

When should it be easier for a person 
to do something?

⚖



What values and priorities are you 
baking into your design choices?

What are the first, second, and third 
order effects of those?



What is the context you are 
operating within?

Does it include incumbent systems of 
oppression or exploitation?

How are you working to combat this?
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Huge shout out to Cara, Danni, Wanda, 
and the AIGA DC Team in particular, 
thank you for all of your support in 
realizing this talk!

Thanks!

🤗
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Thanks for coming!

Kiran Wattamwar
k.keyrun@gmail.com

Any questions?

🤗



Setting the sceneIn our immune systems, our skin is the first 
line of defense before our more advanced 
immunological response kicks in. 

Product design functions like skin, the first 
line of defense in encouraging better 
practices for users before other more 
advanced mechanisms (like a rigorous 
security or audit infrastructure) step in. 


